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DATA PROCESSING AGREEMENT

Superpositions Studio Last updated: 20 August 2026 Bundle version: 2026-08-20

This Data Processing Agreement (“DPA”) is entered into pursuant to Article 28 of Regulation (EU) 2016/679
(“GDPR”) and forms an integral and inseparable part of the Terms of Service (the “Agreement”) governing
access to and use of the Superpositions Studio platform (the “Service”).

This DPA applies only to the extent that SUPERPOSITION(S) LIMITED processes Personal Data on behalf
of a User acting as a Controller.

This DPA, the Terms of Service, and the Privacy Policy form a single versioned bundle, identified by the
bundle version above (see Section 18, “Sub-processor Change Process”, and the Terms of Service’s own
Section 21, “Changes to these Terms”). The current edition of all three documents is published at:

+ Terms of Service — https://superpositions.studio/docs/terms_of_service_2026-08-20.pdf
» DPA (this document) — https://superpositions.studio/docs/dpa_2026-08-20.pdf
» Privacy Policy — https://superpositions.studio/docs/privacy_policy_2026-08-20.pdf



Definitions

The following terms carry the same meaning in this DPA, the Terms of Service, and the Privacy Policy
wherever they are capitalized:

+ “Agreement” means the Terms of Service, the DPA, and the Privacy Policy, read together as a single
versioned bundle.

+ “Service” means the Superpositions Studio platform, including any associated websites, applications,
documentation, software, APIs, and related services.

+ “Company”, “we”, “us”, “our” mean SUPERPOSITION(S) LIMITED, as described in Section 1.

+ “User”, “you”, “your” mean the natural or legal person who accesses or uses the Service.

+ “Credits” means the internal usage units described in the Terms of Service.

Capitalized terms not otherwise defined herein shall have the meanings assigned to them under the GDPR.

1. Parties
1.1 Processor

SUPERPOSITION(S) LIMITED, a company incorporated under the laws of the Republic of Cyprus Regis-
tration No.: HE 489323

Registered address: Arch. Makariou 11, 276 LARA COURT 3105, Limassol, Cyprus

(“Processor”, “Company”, “Service Provider”)

1.2 Controller

The User, where such User qualifies as a controller of Personal Data within the meaning of the GDPR
(“Controller”).

Where the User is an individual acting for personal purposes only, this DPA shall not apply.

2. Definitions and Interpretation

2.1. Capitalized terms not otherwise defined herein shall have the meanings assigned to them under the
GDPR.

2.2. References to “processing” include any operation performed on Personal Data as defined under Article
4 GDPR.

2.3. This DPA shall be interpreted restrictively, solely to the extent required by applicable data protection
law.

3. Roles of the Parties

3.1. The Controller determines the purposes and means of the processing of Personal Data.

3.2. The Processor processes Personal Data solely on documented instructions of the Controller, as set out
in:

+ the Agreement;
+ this DPA;
+ the normal operation of the Service.

3.3. The Processor shall not be responsible for assessing the lawfulness, accuracy, or adequacy of the
Controller’s instructions.

3.4. For certain limited processing activities, including but not limited to:



+ account administration;

+ billing and credit management;

« fraud prevention;

+ security monitoring;

+ legal and regulatory compliance;

the Company acts as an independent Controller, as further described in the Privacy Policy.

3.5. The Company operates a centralised authentication service, at auth. superpositions.studio, through
which sign-in credentials — the one-time code sent to a User’s email address, and the Google identity
used for Google Sign-In — are processed on behalf of every platform within the Superpositions ecosys-
tem. No other platform within the ecosystem collects or processes sign-in credentials directly. The same
service holds every platform’s subscription, credit ledger, and billing records, and acts as Processor for the
Controller-side data described in Section 5 and as independent Controller for the account-administration
and billing purposes described in Section 3.4.

4. Scope of Processing

4.1 Subject Matter

Provision, operation, maintenance, and technical support of the Superpositions Studio ecosystem, including
the shared authentication, session, and billing service described in Section 3.5.

4.2 Duration

For the duration of the Agreement, unless otherwise required by applicable law.

4.3 Nature of Processing

Processing operations may include, as technically necessary:

+ hosting and storage;

* access, retrieval, and transmission;

+ execution of analytical and computational workflows;

+ authentication, session management, and cross-platform authorization (see Section 3.5);
+ billing, subscription, and credit-ledger management;

+ logging, monitoring, and diagnostics;

+ customer and technical support.

4.4 Purpose of Processing

Processing is strictly limited to what is necessary to provide the Service in accordance with the Agreement.

5. Categories of Data Subjects and Personal Data
5.1 Data Subjects
May include:

+ employees, contractors, researchers, or representatives of the Controller;
+ authorized end users designated by the Controller.
5.2 Personal Data

The authentication service described in Section 3.5 is the single place where the following categories of
Personal Data are held for every user of the Superpositions ecosystem. May include, depending on use:



+ identification data: email address, given name, and family name;

+ Google account data: the Google account subject identifier, present only where a user has linked a
Google account for Google Sign-In, and the timestamp at which that account was linked;

- consent data: the timestamp at which the current Terms of Service, DPA, and Privacy Policy bundle
was accepted, the accepted terms version, and the timestamp and status of any marketing-email
consent;

- eligibility data: an academic-eligibility flag, derived automatically and once, at account creation, from
the domain of the email address used to register (for example, a recognized academic institution’s
email domain), and never recomputed afterward;

+ account status data: whether the account is currently suspended, and the timestamp of the most
recent sign-in;

« billing and credit data: the Stripe customer and subscription identifiers associated with the account,
the account’s subscription and one-off credit-pack balances, and the transaction history of credits
granted and spent;

+ usage data, logs, and metadata;

+ user-submitted content and configuration inputs;

+ technical information (IP address, timestamps, device and browser data).

The Service is not designed to process special categories of personal data.

6. Processing Locations and Infrastructure

6.1. Personal Data processed by the authentication service described in Section 3.5 is held at rest in the
Company’s own managed PostgreSQL and Redis/Valkey instances, both located within a single AWS region:
eu-central-1 (Frankfurt, Germany).

6.2. Processing locations for the ecosystem’s other infrastructure and for each sub-processor are set out in
the register in Section 10 below.

7. Processor Obligations

7.1. The Processor shall implement appropriate technical and organizational measures designed to pro-
tect Personal Data against accidental or unlawful destruction, loss, alteration, unauthorized disclosure, or
access.

7.2. The Processor shall ensure that persons authorized to process Personal Data are bound by appropriate
confidentiality obligations.

7.3. The Processor does not guarantee uninterrupted availability, error-free operation, or the absence of
vulnerabilities.

7.4. Assistance obligations under Article 28(3)(f) GDPR shall be limited to what is:

+ reasonably practicable;
« technically feasible;
+ proportionate to the nature of the Service.

The Processor is not required to take actions that would materially alter the Service or impose disproportion-
ate burden.

8. Data Subject Requests

8.1. Where the Processor receives a request directly from a Data Subject, it shall, to the extent legally
permitted, refer the request to the Controller.

8.2. The Processor shall not be required to respond directly to Data Subjects unless mandated by applicable
law.



8.3. The Controller remains solely responsible for responding to Data Subject requests.

9. Personal Data Breaches

9.1. The Processor shall notify the Controller without undue delay after becoming aware of a Personal Data
Breach affecting Personal Data processed on behalf of the Controller.

9.2. Such notification shall include information available to the Processor at the time and may be supple-
mented as information becomes available.

9.3. The Processor shall not be responsible for notifying Supervisory Authorities or Data Subjects unless
expressly required by law.

10. Sub-processors

10.1. The Controller grants a general authorization to the Processor to engage sub-processors as necessary
to provide the Service.

10.2. The following register lists every sub-processor currently engaged across the Superpositions ecosys-
tem, built from the systems and configuration actually in operation, not restated from an earlier edition.

Sub-processor Role Processing location What it receives

Amazon Web Services
(AWS)

Stripe

Infomaniak
(mail.infomaniak.com)

Google

Hosting, storage, and
CDN for the
ecosystem’s own
infrastructure
Payment processing
and subscription billing

Outbound transactional
email, including the
one-time sign-in code

Sign-In identity
verification, for users
who choose to sign in
with a Google account

Germany
(eu-central-1)

Cyprus (EEA) via Stripe
Payments Europe, Ltd
(Ireland); onward
transfer to Stripe,

Inc. (USA) under SCCs

Switzerland

Ireland via Google
Ireland Limited;
processed on Google’s
global infrastructure
under the EU-US Data
Privacy Framework

All Service data held at
rest, per Section 6

Billing identity and
payment data; card data
never reaches the
Company’s own
systems, since
Checkout is a redirect to
a Stripe-hosted page
The recipient’s email
address and the content
of transactional emails,
sent from

no-reply@superpositions.studio

The Google account
identifier and profile
information needed to
verify a Google Sign-In



Sub-processor

Role

Processing location

What it receives

Sentry

PostHog

Chatwoot (self-hosted)

Tally.so

Error and performance
diagnostics

Product analytics

Support conversation
widget, at
support.superpositions.
hosted on the

Company’s own AWS
infrastructure

Embedded forms

Germany

Error events and

(*.ingest.de.sentry.io) performance traces.

EU cloud, reached
through the

The Superpositions
platform frontend’s own
Sentry integration is
configured to send
default personally
identifiable information
(sendDefaultPii:
true); the authentication
service’s own Sentry
integration does not set
this option and defaults
to not sending it

Usage and interaction
data from the platform

e.superpositions.studiodomains only (never

proxy

Germany
(eu-central-1)
tech,

Tally BV (Ghent,
Belgium); form data
hosted in the EU

from the authentication
domain), subject to
visitor consent via the
cookie consent
mechanism described in
the Privacy Policy
Support conversation
content and session
identifiers for users who
open the support widget

Form submission
content for embedded
forms on the platform
domains

10.3. The Processor shall ensure that sub-processors are subject to data protection obligations materially
equivalent to those set out in this DPA.

11. International Transfers

11.1. Personal Data may be transferred outside the EEA, including to jurisdictions that may not provide an
equivalent level of data protection.

11.2. Where required, such transfers shall be governed by:

« Standard Contractual Clauses approved by the European Commission; and/or
+ other lawful transfer mechanisms recognized under applicable law.

12. Retention and Deletion

12.1. Upon termination of the Agreement, the Processor shall, within a commercially reasonable timeframe
and subject to technical feasibility:



» delete Personal Data; or
» make Personal Data available for retrieval by the Controller.

12.2. The Processor may retain Personal Data where required by law or for legitimate compliance purposes.

13. Security Measures

13.1. In addition to the general obligations in Section 7, the Processor maintains the following measures
specifically for the authentication service described in Section 3.5:

+ encryption in transit, for every connection between a user’s browser, the authentication service, and
every platform in the ecosystem;

+ encryption at rest for the databases described in Section 6;

+ least-privilege access controls on the systems and personnel that can reach Personal Data;

+ an append-only administrative audit journal, recording every administrative action taken on a user’s
account (for example, a suspension or a credit grant), so that no such action can be taken, or denied
to have been taken, without a corresponding, tamper-evident record.

14. Audits and Compliance

14.1. The Processor shall make available information reasonably necessary to demonstrate compliance
with this DPA.

14.2. Any audit:

+ shall be limited in scope and frequency;

+ shall not interfere with normal business operations;

+ shall be subject to confidentiality obligations;

* may be conducted using third-party certifications or reports where available.

15. Liability
15.1. Liability arising under this DPA shall be subject to the limitations of liability set out in the Agreement.

15.2. Nothing in this DPA shall be construed as creating additional liability beyond what is required under
applicable law.

16. Governing Law

This DPA shall be governed by the laws of the Republic of Cyprus, without prejudice to mandatory provisions
of the GDPR.

17. Precedence

In the event of conflict:

+ this DPA governs data processing matters;
+ the Agreement governs all other matters.

18. Sub-processor Change Process

18.1. The sub-processor register in Section 10 is maintained together with this document, not as a separately
versioned artifact.

18.2. Adding, removing, or materially changing the role of a sub-processor is published as a new dated
edition of the whole legal bundle described in the Definitions section above and in the Terms of Service’s



Section 21 (“Changes to these Terms”) — the same mechanism used for any other material change to this
bundle, with no separate notice process for sub-processor changes specifically.

19. Contact

SUPERPOSITION(S) LIMITED Email: support@superpositions.studio Registered address: Arch. Makariou
lll, 276 LARA COURT 3105, Limassol, Cyprus

Schedule 1 — Processing Overview

+ Subject matter: Superpositions ecosystem platform services, including the shared authentication,
session, and billing service described in Section 3.5.

* Duration: Term of the Agreement.

* Nature: Hosting, processing, authentication, billing, analytics, support.

- Data subjects: Authorized users of the Controller.

» Personal data: Identification, Google account, consent, eligibility, account status, billing and credit,
usage, and technical data, per Section 5.2.

Schedule 2 — Technical and Organizational Measures (Summary)

» TLS encryption in transit

+ Encryption at rest for databases holding Personal Data

+ Logical, least-privilege access controls

+ Secure infrastructure environments

» Monitoring and logging systems

+ Append-only administrative audit journal for account-affecting administrative actions
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